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§ 29.3 Effect of provisions. 
(a) Freedom of Information Act disclo-

sure exemptions. Information that is 
separately exempt from public disclo-
sure under the Freedom of Information 
Act or applicable State, local, or tribal 
law does not lose its separate exemp-
tion from public disclosure due to the 
applicability of these procedures or any 
failure to follow them. 

(b) Restriction on use of PCII by regu-
latory and other Federal, State, and Local 
agencies. A Federal, State or local 
agency that receives PCII may utilize 
the PCII only for purposes appropriate 
under the CII Act, including securing 
critical infrastructure or protected sys-
tems. Such PCII may not be utilized 
for any other collateral regulatory pur-
poses without the written consent of 
the PCII Program Manager and of the 
submitting person or entity. The PCII 
Program Manager or the PCII Program 
Manager’s designee shall not share 
PCII with Federal, State or local gov-
ernment agencies without instituting 
appropriate measures to ensure that 
PCII is used only for appropriate pur-
poses. 

§ 29.4 Protected Critical Infrastructure 
Information Program administra-
tion. 

(a) Preparedness Directorate Program 
Management. The Secretary of Home-
land Security hereby designates the 
Under Secretary for Preparedness as 
the senior DHS official responsible for 
the direction and administration of the 
PCII Program. He shall administer this 
program through the Assistant Sec-
retary for Infrastructure Protection. 

(b) Appointment of a PCII Program 
Manager. The Under Secretary for Pre-
paredness shall: 

(1) Appoint a PCII Program Manager 
serving under the Assistant Secretary 
for Infrastructure Protection who is re-
sponsible for the administration of the 
PCII Program; 

(2) Commit resources necessary for 
the effective implementation of the 
PCII Program; 

(3) Ensure that sufficient personnel, 
including such detailees or assignees 
from other Federal national security, 
homeland security, or law enforcement 
entities as the Under Secretary deems 
appropriate, are assigned to the PCII 

Program to facilitate secure informa-
tion sharing with appropriate authori-
ties. 

(4) Promulgate implementing direc-
tives and prepare training materials as 
ppropriate for the proper treatment of 
PCII. 

(c) Appointment of PCII Officers. The 
PCII Program Manager shall establish 
procedures to ensure that each DHS 
component and each Federal, State, or 
local entity that works with PCII ap-
point one or more employees to serve 
as a PCII Officer in order to carry out 
the responsibilities stated in paragraph 
(d) of this section. Persons appointed 
to serve as PCII Officers shall be fully 
familiar with these procedures. 

(d) Responsibilities of PCII Officers. 
PCII Officers shall: 

(1) Oversee the handling, use, and 
storage of PCII; 

(2) Ensure the secure sharing of PCII 
with appropriate authorities and indi-
viduals, as set forth in 6 CFR 29.1(a), 
and paragraph (b)(3) of this section; 

(3) Establish and maintain an ongo-
ing self-inspection program, to include 
periodic review and assessment of the 
compliance with handling, use, and 
storage of PCII; 

(4) Establish additional procedures, 
measures and penalties as necessary to 
prevent unauthorized access to PCII; 
and 

(5) Ensure prompt and appropriate 
coordination with the PCII Program 
Manager regarding any request, chal-
lenge, or complaint arising out of the 
implementation of these regulations. 

(e) Protected Critical Infrastructure In-
formation Management System (PCIIMS). 
The PCII Program Manager shall de-
velop, for use by the PCII Program 
Manager and the PCII Manager’s des-
ignees, an electronic database, to be 
known as the ‘‘Protected Critical Infra-
structure Information Management 
System’’ (PCIIMS), to record the re-
ceipt, acknowledgement, validation, 
storage, dissemination, and destruction 
of PCII. This compilation of PCII shall 
be safeguarded and protected in accord-
ance with the provisions of the CII Act. 
The PCII Program Manager may re-
quire the completion of appropriate 
background investigations of an indi-
vidual before granting that individual 
access to any PCII. 
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